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Profile

Offensive security professional and OSCP-certified penetration tester with 4+ years across web, API, mobile, 
network, and Active Directory security. Experienced in VAPT, red team engagements, and adversary simulation for 
enterprise, banking, and fintech clients. Ranked among the top HackerOne researchers with 800+ valid reports 
(Top 22 globally) and Hall-of-Fame recognition from Microsoft, Apple, TikTok, and the U.S. DoD, with proven skills 
in exploit development and executive-level reporting.

Professional Experience

SecurEyes – Cybersecurity Consultant
SAMA Fintech Saudi – Security Assessment Engagement | 06/2024

03/2024
Present

•Participated in on-site security assessment visits, alongside the central bank, to 
evaluate fintech and financial-sector companies.
•Conducted comprehensive assessments covering web applications, mobile 
applications, and network infrastructure for each entity.
•Identified and reported security vulnerabilities across the assessed systems, 
providing remediation guidance to align the entities with regulatory security 
standards.
•Documented findings in detailed technical reports for both the financial entities and 
the central bank's oversight team.

SAMA – Internal Penetration Tester | 03/2024
•Conducted internal penetration testing across web applications, APIs, and mobile 
platforms within the bank's environment.
•Assessed critical financial systems and internal infrastructure, identifying and 
reporting high-impact vulnerabilities.
•Delivered detailed technical reports with reproduction steps and remediation 
guidance, and performed retesting to validate fixes.

Kilotech Security – Penetration Tester
•Conducted web and network penetration testing engagements, identifying and 
reporting exploitable vulnerabilities.

01/2023 – 12/2023

•Produced detailed technical reports with remediation guidance and retesting 
support.

Resecurity (Part-Time) - Cybersecurity Researcher
Performed part-time security research and web/network penetration testing, identifying 
and validating exploitable vulnerabilities with documented impact and remediation 
guidance.

01/2023 – 06/2023

HackerOne (Freelance) - Bug Bounty Hunter
•Submitted 800+ valid vulnerability reports, ranking among the top security 
researchers globally (Top 22 for critical submissions).

04/2021
Present

•Reported and resolved high-impact vulnerabilities for major programs including the 
U.S. Department of Defense, LinkedIn and Sony — spanning OS Command 
Injection, SQL Injection, XSS, OTP bypass, CSRF, and unauthenticated file operations.
•Recognized in the Hall of Fame by Microsoft, Apple, TikTok, Adobe, SAP, and others 
for responsibly disclosing critical security flaws
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BugBountySA (Freelance) -Bug Bounty Hunter
•Submitted security vulnerability reports to Saudi organizations, including 
government entities, through the national bug bounty platform.

05/2021
Present

•Invited to participate in all editions of the Black Hat MEA bug bounty competitions 
hosted on the Saudi platform.
•Reported and validated high-impact findings across web and API targets in line with 
the platform's disclosure standards.

Bugcrowd (Freelance) - Bug Bounty Hunter 05/2021
Present

Red Team & Adversary Simulation

Executed assumed-breach and adversary-emulation engagements simulating real-world threat 
actors across enterprise networks.

Performed Active Directory attack-path analysis using BloodHound — Kerberoasting, DCSync, and 
lateral movement toward domain dominance.

Applied EDR/AV evasion and detection-bypass techniques (AMSI bypass, ETW patching, payload 
obfuscation) under strict OPSEC.

Conducted authorized phishing and social-engineering simulations to assess organizational 
security posture.

Mapped all findings to the MITRE ATT&CK framework in technical and executive reports.

Technical Skills

Penetration Testing: Web, Mobile (Android/iOS), API, Network, Infrastructure, and Active Directory

Red Team & Adversary Simulation: Assumed-breach assessments, adversary emulation, attack-path 
analysis, lateral movement, privilege escalation, domain dominance, OPSEC

Active Directory Attacks: Kerberoasting, AS-REP Roasting, DCSync, Pass-the-Hash / Pass-the-Ticket, 
ACL abuse, Golden/Silver Ticket, BloodHound attack-path analysis

Vulnerability Expertise: IDOR/BOLA, SSRF, Authentication Bypass, Business Logic, JWT/OAuth 
attacks, XSS, SQL Injection, Account Takeover

Evasion & Defense Bypass: EDR/AV evasion, AMSI bypass, ETW patching, hardware-breakpoint 
evasion, WAF bypass (payload division, encoding, obfuscation), NAC & Firewall evasion

Tooling: Burp Suite, BloodHound, CrackMapExec/NetExec, Impacket, Responder, Nmap, SQLMap, 
Frida, Nuclei, Kali Linux

Application Security: SAST, DAST, Secure SDLC, Exploit Development

Methodologies: OWASP Top 10, OWASP API Top 10, OWASP MASVS, MITRE ATT&CK, PTES, SANS

Scripting & Automation: Python, PowerShell, Bash

CERTIFICATE

Offensive Security Certified Professional (OSCP)⁠ 2025

Mobile Application Penetration Tester (eMAPT)⁠ 2025
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Certified Professional Penetration Tester (eCPPTv2)⁠ 2024

Web Application Penetration Tester (eWPTv1)⁠ 2023

Web Hacking Expert: Full-Stack Exploitation Mastery⁠ 2023

Awards

Ranked #1 on HackerOne — Sudan⁠ 2022

Ranked Top 22 globally on HackerOne for critical vulnerability submissions

Ranked #15 on HackerOne for OWASP Top 10 vulnerability reports 2022

Ranked #40 on the Saudi National Bug Bounty Platform 2022

2nd place — Sudan National Cybersecurity CTF, organized by CyberTalents 2021

Ranked #10 in the Saudi Bug Bounty program at Black Hat Middle East & 
Africa

2022

SECURITY ACKNOWLEDGMENT (HOF)

Microsoft (HOF)⁠

TikTok (HOF)⁠

Reddit (HOF)

ESET Security (HOF)⁠

Adobe (HOF)⁠

SAP (HOF)⁠

Tencent (HOF)⁠

U.S. Dept Of Defense (HOF)⁠

Apple (HOF)⁠

LinkedIn (HOF)⁠

Kaspersky (HOF)⁠

Oracle (HOF)⁠

IBM (HOF)⁠

Starbucks (HOF)⁠

Telekom (HOF)⁠

and more⁠

Languages

Arabic English
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